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1 Introduction

1.1 Classical case
An unavoidable problem with classical communication is eavesdropping, the
so-called man-in-the-middle attack.

Definition 1. The man-in-the-middle attack is an attack on a communication
channel where a third part, makes independent connections with other parts and
relays messages between them, making them believe that they are communicating
directly to each other.

Let Alice and Bob be two parts who wish to communicate over a channel.
An eavesdropper Eve, wishes to intercept the conversation.

Initially, Alice asks for Bob’s public key. Bob sends the key, but Eve is able
to intercept it. Eve then passes her public key onto Alice, claiming to be Bob.
Alice encrypts the message with Eve’s key and passes the encrypted message
onto Eve. Eve then decrypts the message and encrypts it with Bob’s public key.
When Bob receives the message, he believes it originates from Alice.

1.2 Quantum case
In the quantum case, we have qubits instead of the classical bits. The security
of BB84 relies of the special features of qubits, i.e. a qubit cannot be copied
(no-cloning theorem).

Theorem 1. The Heisenberg uncertainty principle states that certain pairs
of physical properties, like position and momentum, cannot simultaneously be
known to arbitrary precision.

Theorem 2. The no-cloning theorem states that the creation of identical copies
of an arbitrary unknown quantum state is impossible. This directly follows from
Theorem 1.

Alice has two binary bit strings a, b ∈ {0, 1}n. She encodes the bit strings
in qubits as
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|ψ〉 =
n⊗

i=1

|ψaibi〉 (1)

where each ψjk is given by

|ψ00〉 = |0〉
|ψ10〉 = |1〉

|ψ01〉 =
1√
2
(|0〉+ |1〉)

|ψ11〉 =
1√
2
(|0〉 − |1〉) .

Depending on b, we have coded the qubit in either computational basis (if b = 0)
or in Hadamard basis (otherwise). Hence, the qubits sent by Alice are not
orthogonal and can therefore not be measured with certainty without knowing
b.

1. Assume that no eavesdropper is present. If we know bi, the bit ai can be
measured correctly using the correct basis. However, if we do not know
bi we have to guess. If we guess incorrectly, the probability of correct
measurement is 1/2. Hence, the total probability of correct measurement
is 3/4.

2. Now assume that an eavesdropper, Eve, is present. Eve, having as much
information about b as Bob (i.e. none at all) can sample the information on
the quantum channel, but when measured the qubits are destroyed. Due
to the no-cloning theorem, Eve cannot reproduce the qubits. Therefore,
in able to perform a man-in-the-middle attack she must measure the data
(correctly with probability 3/4), then create a new |ψ′〉. However, since
Eve knows nothing about b she must perform guesses, producing b′.

Bob now receives |ψ′〉 from Eve. If he had known b′, then he would know
as much as Eve. However, he does not. Let Bob’s choice be b̂. If he
chooses b̂i correctly, then it agrees with |ψi〉 with probability 3/4. If he,
on the other hand, chooses b̂i incorrectly it agrees with probability 1/2.
Hence, the agreement has in total probability 5/8.

Now Bob sends the b̂ to Alice using a classical channel. Alice compares b and b̂
and replies to Bob which indices he have measured using the correct basis. The
bits measured using an incorrect basis are discarded by both parts. Now, Alice
and Bob each should have a set of bits which agree perfectly.

Using a random subset of bits from the bit set sent over the classical channel,
the bits are compared. If they do not agree, they can be certain that the
information have been tampered with. However, if they do agree, then it is
probably secure. To increase the probability of security, one can repeat the
process choosing different random subsets.
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2 Analysis

2.1 Trivial attack
An obvious attack on the system would of course be a man-in-the-middle attack
on both the quantum channel and the classical channel. Then, Eve would have
two keys to communicate with Alice and Bob respectively. So Alice and Bob
only talk to Eve, on the quantum as well as the classical channel.

To remedy this loophole, we require that Alice and Bob will use a authenti-
cated classical channel.

2.2 Indirect copying attack
Since the states |0〉 and |1〉 are orthogonal and a base in Hilbert space, an
arbitrary quantum state can be expanded as

|ψ〉 = c1|0〉+ c2|1〉. (2)

The |ψ00〉,|ψ01〉,|ψ10〉 and |ψ11〉 are all linear combinations of |0〉 and |1〉.
We take an arbitrary ancilla state α, such that the product 〈α|ψij〉 forms a

one-to-one mapping to a scalar function value mij .

Example 1. Let

α =

√
3

2
|0〉+ 1

2
|1〉. (3)

Then we have the following mapping

〈α|ψ00〉 → 0.75
〈α|ψ01〉 → 0.25
〈α|ψ10〉 → 0.933
〈α|ψ11〉 → 0.067

.

Eve intercepts the information sequence and measures it. She then compares
it with mapping and resends the corresponding bit.

We will now decribe the algorithm used by Eve to perform a man-in-the-
middle attack on the communication channel between Alice and Bob.

Algorithm 1 (Indirect copying). We divide the algorithm in three steps:

1. Create the list (one-to-one mapping).

2. Intercept qubits from Alice. This is done by measurement, comparing the
result with the list.

3. Reproduce the qubits, according to what was given in the previous step.
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3 Discussion
We have analyzed the case of noiseless channels. The security of BB84 is easy
to state, as any error in the state received by Bob must have been introduced
by Eve. For noisy channels, the proof of security is much more complex and
involves the use of quantum error correcting codes.

3.1 Indirect copying vs. no-cloning
As suggested, the indirect copy is not a real copy. However, I question the
possibility of indirect-copying and do not think it renders the protocol unsecure.

The first and trivial observation (that the author seem to have lingered) is
that using the attack, Eve knows all the information transmitted, while Bob
only knows 3/4 of it. This would not only render the protocol unsecure, but
also it can not be regarded as a protocol at all.

The second and most important observation is that the product 〈α|ψij〉 is
not observable, since it is a probability and with one observation we cannot do
more than guesses. I have tried to contact the author, but with no response.
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